Deployment Of Web Application Scanner - N-Stalker

By Michael Emil Santos

Introduction:

Web Application Vulnerability Scanners are automated tools that scan web applications. It is designed to help
security professionals identify security vulnerabilities in web applications and websites, such as Cross-site
scripting, SQL Injection, Command Injection, Path/directory traversal and insecure server configuration. N-
Stalker Web Application Scanner is applied to check the Badstore website vulnerability in this lab and we will
practice how to use it and address benefits of such a tool.

The website BadStore.net was created to demonstrate the widespread security vulnerabilities that are present
in many programmes that are accessible via internal networks, extranets, and the Internet. Many people
tasked with designing operating, and securing Web Applications have never seen the variety of attacks
available to compromise these applications — or what they can do to protect these applications. To run the
BadStore.net application, it can be used under a virtual environment, such as VirtualBox or VMWare.

This project demonstrates the use of N-Stalker, a web application vulnerability scanner, to identify security
gaps in a web application (BadStore.net). The scan aimed to detect common vulnerabilities like Cross-Site
Scripting (XSS), SQL Injection, and insecure configurations, providing actionable recommendations to improve
the application’s security.

Project Objectives and Steps

1. Setting Up the Target Web Application

e Objective: Deploy BadStore.net in a virtual environment to simulate a vulnerable web application.
e Steps: Installed and configured BadStore.net as the target for testing, representing a realistic security
assessment scenario.

2. Running the N-Stalker Vulnerability Scan

e Objective: Identify web application vulnerabilities by performing a comprehensive scan.
e Steps: Configured N-Stalker with the OWASP Policy and ran a full scan. N-Stalker detected common
web security issues, including XSS, HTTP Parameter Pollution, and insecure cookie configurations.

3. Analyzing the Report and Findings

e Objective: Review scan results and prioritize vulnerabilities for remediation.
e Steps: Examined the report to understand detected issues, severity levels, and detailed insights into
vulnerabilities like Cross-Site Request Forgery (CSRF) and insecure authentication methods.

4. Recommendations for Security Enhancement

e Objective: Provide a roadmap to mitigate identified risks and strengthen the application’s security.

e Steps: Developed recommendations focusing on secure coding practices, implementing secure cookie
attributes, and updating protocols. Prioritized actions based on severity to address critical
vulnerabilities first.



Lab Requirements

1. Configuring and Running Badstore in Virtual Machine Application (VMWare)
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Configured hosts file of Windows Server 2016 and added IP Address of Badstore.Net for DNS Resolution

IP Address: 192.168.139.128 = www.badstore.net

2. Downloading and Installing N-Stalker on Windows 2016 Server VM



16)

[ g 7 am
&P R wm

< (¢]

OO

v K Welcome to BadStorenet v1.2

x

Lo N-Stalker

x w0 N-Stalker

resources.convisoappsec.com/en-us/n-stalker-free-edition

ONVISO

Free Edition

CLICK HERE

* 20

Notifications

Q Search




LOORE

W

Velcome to BadStore.net vi.2.. X o N-Stalker X <o N-Stalker F tion X r
c “' ] = Application Tools
B e s vew | donsoe
A & <« Local Disk (C:) > Users > Administrator > Downloads v &  SearchDo
€ N-Stalker Web Application Security Scanner 10,14 (Free Editio..  — X Size
# Quick access
568 KB
I Desktop ~N_Sta|kﬂ- Welcome to the N-Stalker Web e
& Downloads mewm oo Application Security Scanner

5| Documents

&= Pictures

[ This PC
I Desktop
=] Documents
* Downloads
) Music
= Pictures

B videos

. Local Disk (C:)

6items

Setup Wizard

This wizard will quide you through the installation of
N-Stalker Web Application Security Scanner.

It is recommended that you dose all other applications
before starting Setup. This will allow Setup to update certain
system files without rebooting your computer.

Click Next to continue.

Free Edition

11,639 KB

1 3 KB

1item selected 11.3 MB

10:59 PM

u Q Search

10

* O

Notifications




4

- ¥

v
€
n
3
1
k
q
¢

s Quick access
I Desktop
; Downloads
| Documents

& Pictures
[ This PC

{ Contribute I Desktop

Documents

Top Contril ¥ Downloads
J\ Music

&=/ Pictures

earcr| | Videos

‘e Local Disk (C:)

° @ Network
ms\
mis

7 items

<o N-Stalker X <o N-Stalker Fre

Share View

« Local Disk (C:) > Users > Administrator > Downloads v 0

| €3 N-Stalker Web Application Security Scanner 10.14 (Free Editio... ~ —
License Agreement

Please review the license terms before installing N-Stalker Web Application Security
Scanner.

Press Page Down to see the rest of the agreement.

End-User License Agreement for N-Stalker Web Application Security »
Scanner Software
Copyright © 2001-2014 ZMT Tecnologia & Comunicagoes Ltda.

IMPORTANT: READ CAREFULLY - These ZMT Tecnologia & Comunicagdes
Ltda. ("N-Stalker") security system, including any "online" or electronic

doc ("Security System Components") are subject to the terms
and conditions of this agreement ("End User License Agreement” or v

If you accept all the terms of the agreement, choose I Agree to continue. You must accept
the agreement to install N-Stalker Web Application Security Scanner.

<pack o

| am trying to update my Quicken 2016 and it will not install the update because ...

msvcp120.dil and msver120

o e

.dll are missing. | have looked at other suggestions about
did this and it <till pops Up Wwith the <3

¥ 6 & @

pessage | have

Applies to:

BS
X
X
question >

Q Search

Z B mo@vwo o

11

Yo s

Notifications

a

7:07 PM
2024-03-31

b ]




3
] O @[
1B Welcome to BadStor: X | <o N-Stalker X | o N-StalkerFree Editic X @& msvepl20dilandm: X X x¢ bn ) a

c 1 . Notifications
Home  Share  View

B® Micri
g A & « Local Disk (C:) > Users > Administrator > Downloads v

©) N-Stalker Web Application Security Scanner 10.14 (Free Editio.. ~ —

@ s Quick access

I Desktop Choose Components

Choose which features of N-Stalker Web Application Security Scanner you want to
lr Downloads install.

| Documents
= Check the components you want to install and uncheck the components you don't want to
&=/ Pictures install. Click Next to continue.

[ This PC
. Description
B Desktop Select components to install: N-Stalker Free Web Appli( Hover your mouse over
a component to see its
description.

Contribute|
| Documents
Top Contril ¥ Downloads
D Music
&/ Pictures
B videos Space required: 25.6MB question >

‘i Local Disk (C:)

@ Network

ms\
mis
7 items
| am trying to update my Quicken 2016 and it will not install the update because ... Applies to:

msvcp120.dil and msver120.dil are missing. | have looked at other suggestions about

. 7:.07 PM
Q Search z | 2024

12



o N-Stalker x <0 N-Stalker Free Edit x ma msvcp120.dlil and n

Home Share View

2 & « Local Disk (C:) » Users > Administrator > Downloads

e €) N-Stalker Web Application Security Scanner 10.14 (Free Editio...
uick access
I Desktop Choose Install Location

Choose the folder in which to install N-Stalker Web Application Security Scanner.
& Downloads

% Documents

Setup will install N-Stalker Web Application Security Scanner in the following folder.
&=/ Pictures

Toinstal in a different foder, cick Browse and select another folder. Click Instal to start the
8 This PC ataenon.

Contribute I Desktop
%) Documents
Top Contril & Downloads Destination Folder
J‘ Music C:\W-Stalker \Free X
&= Pictures
B videos Space required: 25.6MB

" = Space available: 38.3GB
‘wa Local Disk (C:)

¥ Network

ms\
mis

7 items

| am trying to update my Quicken 2016 and it will not install the update because ...

Applies to:
msvcp120.dil and msver120.dll are missing. | have looked at other suggestions about

question >

1
3/31/2024

13

o

* O

Notifications

a

7:07 PM
2024-03-31




U (W — o
sMBPE0OF [ |
I v R Welcome to BadStor X o N-Stalker x o N-Stalker Free Edit X EE msvcpl20diland m: X + = [} X
Req|
< c 23 answers.microsoft.com/en-us/windows/forum/all/msvcp120dil-and-msvcr120dIl-are-missing/fd0f051... Y& g O &

}  E® Microsoft

I Community Products

Get Started

Buy Microsoft 365

All Microsoft

experience on our webs
media connections, and
advertising based on yo ~
reject optional cookies, |
provide you the serviceg
G change your selection b)
Cookies” at the bottom

Statement Third-Party C|

®

o

'* Contribute to the Windows for

THE WEB SECURITY SPECIALISTS

We use optional cookieq €)' N-Stalker Web Application Security Scanner 10.14 (Free Editio...  —

Completing the N-Stalker Web
Application Security Scanner
Setup Wizard

N-Stalker Web Application Security Scanner has been
installed on your computer.

Click Finish to dlose this wizard.

[CJRun N-Stalker Web Application Security Scanner

Manage cookies

N-St: - - Lige [ show Readme
Top Contributors in Windows 1 Free Edition X
/ Ask a new question >
‘ Bad Finish Cancel .

Kirbywiles stion Info
msvcp120.dll and msvcr120.dll are et upcited March 3, 2024
mISSIng Views 77,708
| am trying to update my Quicken 2016 and it will not install the update because ... Applies to:
msvep120.dil and msver120.dil are missing. | have looked at other suggestions about
inctalling the and vec | did thicand it ctill pops Yo with the came megcage | have A FATY Sunday, March 31

o — g 11:08 PM
L D € MY 0 F ® N s 2024
=. Q Search o | [ ] u ) © C., w @ (]

14

* O

Notifications

7:08 PM
2024-03-31




00

<o N-Stalker X | Co N-StalkerFrec X | @E msvepl20dll X  FE Update for x +
€ c ‘ .3 Application Tools
Home Share View Manage
The foll
i 1 ‘ « Local Disk (C:) » Users > Administrator > Downloads v o earch Downloads
- Name Date modified Type Size
e P
X64.exe # Quick access
B Desicop . B 722403-x64 1/202410:51 PM  Apy 6
) Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.406..  — X
Locale! & Downloads
il Documens Microsoft Visual C++ 2013
& Pictures 4 . 6
Czech Redistributable (x64) - 12.0.40660
3 This PC
Repub s
I Desktop MICROSOFT SOFTWARE LICENSE TERMS
il Documents MICROSOFT VISUAL C++ REDISTRIBUTABLE FOR VISUAL STUDIO
Germs: & Downloads 2013
 Music These license terms are an agreement between Microsoft Corporation (or
=] Pictures hacad nn whare vnit e _nne of itc affiliatac) and uni_Plaaca road tham
m Videos [41 agree to the license terms and conditions
Englis| i, Local Disk (C) Install Close
States
@ Network
Spanis
Sorts)
| 7items 1item selected 6
French. il s i e e

e r———

8A4E-4043-B330-DODCE8561EBB/vcredist_x64.exe

=,. Q Search

15

Yo R

Notifications

a

7:04 PM
2024-03-31




& How to Fix the Msvcr120.dIl )

c 25 support.microsoft.com/en-us/topic/update-for-visual-c-2013-and-visual-c-redistributable-package-5... ¥

) * d v Application Tools
x86.exe Fil
Home Share View Manage

4 & « Local Disk (C:) » Users > Administrator > Downloads
Locales

Name Date modified

k
7 Quick accessl oy e rosoft Visual o= 2013 Redistributable (86) - 120406..  —

I Desktop
Czech - Ci

Republic | ¥ Do"men: Microsoft Visual C++ 2013
- Doument Redistributable (x86) - 12.0.40660

German - [ This pC MICROSOFT SOFTWARE LICENSE TERMS
I Desktop

%| Documents

¥ Downloads| |These license terms are an agreement between Microsoft Corporation (or

= hacad nn whara waii liva nna of ite affiliatac) and unin_Plaaca raad tham
D Music

=] Pictures

MICROSOFT VISUAL C++ REDISTRIBUTABLE FOR VISUAL STUDIO
2013

English - |

States . [411 agree to the license terms and conditions
= Pictures

B videos Install Close
Spanish(tr i Local Disk (Cy

Sorts) - Sf g Network

French - F

8items  1item selected 6.20 MB
VYOS U TN UO T TTSTTATT

] Q Search

16

w O

Notifications




@ oMU (wins
NP HW:LO00F

* ~ @R How to Fix the Msvcr120.dll i X

Req|

% Update fo

< c 25 support.microsoft.com/en-us/topic/update-for-visual-c-2013-and-visual-c

4 86.exe Fil ¥ o
Xob.exe ri
s - R

4 & « Local Disk (C)) » Users > Administrator > Downloads

View

Nar

Application Tools

Manage

Microsoft Visual C++ 2013
Redistributable (x86) - 12.0.40660

Setup Successful

edistributable-package-5...

Date modified

# Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.406...

Close

tion

A
Locales
3 Quick access|
[ Desktop
o Czech-C
= . & Downloads
= Republic
c = Documents
&=] Pictures
| German -| [ This PC
[
uF [ Desktop
% Documents
& Downloads
English - |
9 D Music
States -
& Pictures
B videos
Spanish[tr iia Local Disk (G

Sorts) - S| & Network

French - F

8 items

1item selected 6.20 MB
YOS TS OGS TT TS TRTET

w O

Notifications

= Q Search

17

8:00 PM
2024-03-31



@ QEMU (WinServer2016)

* O 0

Recycle Bin

[A Programs and Features Notifications

** « A [ « Al Control Panel ltems > Programs and Features
7]

Control Panel Home z
Firefox Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Turn Windows features on or

9 — - o
2} Install 2 program from the

Google network Name Publisher Installed On
Chrome Zip 24.03 (x64) Igor Paviov 3/31/2024
@ Google Chrome Google LLC 3/31/2024
8 Microsoft Visual C++ 2013 Redistributable (x64) - 12.0... Microsoft Corporation 3/31/2024
8 Microsoft Visual C++ 2013 Redistributable (x86) - 12.0... Microsoft Corporation 4/1/2024
T @ Mol Firefox (464 en-CA) Mozilla 3/29/2024
X L) Mozilla Maintenance Service Mozilla
(9 Npcap OEM Nmap Project 3/29/2024
(Y N-Stalker Web Application Security Scanner X (Free E... N-Stalker, Inc 3/31/2024
5/ Tenable Nessus (x64) Tenable, Inc. 3/25/2024

Currently installed programs T

9 programs installed

ver 2016 Datacenter Evaluati
indows License valid for 153 d4
Build 14393.rs1_release.161

8:02 PM
2024-03-31

Installed required Visual C++ 2013 and Visual C++ Redistributable Packages x64 and x68 for Windows 2016
Server VM.

3. Running and Configuring N-Stalker Application in Windows 2016 Server VM
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You must enter an URL and choose policy. Scan Settings may be configured.

Optimizing Settings

M s

(You may choose to run a senies of tests to allow for optimation or cick Next to continue)

Optimize Results  Authentication ' Faise Positive ' Engine Miscellaneous
Choose URL & Policy Optimization Progress

Optimize Settings - 13%

Review Summary )
Start Scan Session Optimization Results

Xfer Rate Avg Response Conn Failures

ettings Optimize Back Cancel

Preset Policies
Full XSS Assessment
OWASP Policy
Quick Shelishock Test
Webserver security (including SANS FBI)

== Status: Choose your scan option to initiate.
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Q Search . k5 -
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Scan Options

Stalker Scanner

R - ( ~
i \ @ =I { G
- ™
Start Policy Global Report Macro b HTTP Brute Web Encoder GHDB TTP Load Update
|| Edtor oOptions Manager Recorder || Proxy Force Discovery Tool er Manager
Scan Session| Scan Tools H Miscellaneous Tools ‘ About

T —

N-Stalker Scan Wizard

‘ Yo B

Notifications

N-Stalker Free Edition

Opti

Choose URL & Policy
Optimize Settings
Review Summary

Start Scan Session

]
-
2
5

Preset Policies

Optimize Resutts

Scan Settings

Start Web Application Security Scan Session
You must enter an URL and choose policy. Scan Settings may be configured.

imizing Settings

(You may choose to run a senies of tests to allow for optimzation or click Next to continue)

Authentication False Positive ' Engine Miscellaneous

Optimization Progress

Optimization Results

Xfer Rate 173,076,916,4€ Avg Response |0.00 ms Conn Failures 0%

o Only few URLs found. You should consider using a Web Macro script.
@ To enhance speed, we have restricted Spider to 30 pages variations per no.

ick over an item to see suggested actions)

Optimize << Back Cancel

Version X - Build 10.14.1.34

bea

Full XSS Assessment

OWASP Policy

Quick Shelishock Test

Webserver securty yncluding SANS FBI)

=4  Status: Choose your scan option to initiate.
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Session Control ||Threads Control|

‘ Spider Control

S N-Stalker Scanner n Options
») Start Scan -} Engine & Crawler Settings ~

fart Sea Threads # 3 Engine & Crawler Settings S8 Encode URI (WAF:
@) Start Proxy » URL Restriction Settings ~

x = _ e =]
) s ; imeout |15
Close Session Session Mgmt & Fiters ~ >

{2 HTTP Settings ~
, Track Spider

v | | g Debug HTTP ~

HTTP Control

(2 control Options ~
[0 FP Keyword Fiter

‘ | False-Positive Control

‘_ URL e POLICY

Website Tree Scanner Events Scanner Dashboard
£ Scanner Progress Status

{im| Dashboard
) Site Sequence
& Alowed Hosts

5 Rejected Hosts Progress Details

THREADS

Scan Module | Current

Total

77 Objects
s Cookies Scan Session | 150
= Scripts Start Time (none)
{2 Comments. Duration 00 hours 00 minutes 100
] Web Forms
(] E-mails Spider Engine # 0
L..4¥ Broken pages Crawled URLs 0
Hidden Fields Crawled Hosts 0 ]
Information Leakage Default Page Size 0 High(0) Mid (0) Low (0) Info (0)
© Vunerabities Scan Engine * Network |#
Total Requests 0 Bytes Sent 0
Failed Requests 0 Bytes Received 0
Attacks Sent 0 Avg Response Tme 0
404 Errors L] Avg Transfer Rate 0
302 Redirection 0 Requests/Minute 0

Progress

 Scan Modules omponents |[= scar

=4 Status: Click on "Start” to initiate scan session.
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~—  N-Staker Scanner Options ] re 3}
Engine & Crawler Seftings ~ (5 HTTP Settings. ~
= " 3 Eng g - W & . .
hreads # 58 Encode URI (WAF) i (2 control Options Notifications
= URL Restriction Settings ~ § | Track Spider
= > =
8 Timeout |15 n s FP Keyword Fiter

=) Close Session hd | Session Mgmt & Fiters ~ - o ¥ | g Debug HTTP ~ = 4 :

Session Control | {Threads Control] | Spider Control HTTP Control || False-Postive Control

. URL - - poLICY THREADS
Website Tree Scanner Events Scanner Dashboard
@18 htp//192.168.139.128/ £y Scanner Progress Status

i) Dashboard
) Site Sequence
& Alowed Hosts

3 Rejected Hosts Progress Details

73 Objects
s Cookies Scan Session | 150
Scripts Start Time Apr 1,2024 18:34:21
(> Comments Duration 0 Hours 0 Minutes 100
Web Forms (1) :
{54 E-mails _Spider Engine : 50
2" Broken pages Crawled URLs 0
Hidden Fields (1) Crawled Hosts 1
. Information Leakage Defauk Page Size 0 High(0) Nid (0) Low (0) Info (0)
W Vuinerabilies Scan Engine # Network |#
Total Requests 4 Bytes Sent 1,160
Failed Requests 0 Bytes Received 8,967
Attacks Sent 2 Avg Response Time 001s
404 Errors 1 Avg Transfer Rate 3.37 Mbis
302 Redirection 0 Requests/Minute 0
Scan Module | Current Total Progress

6:34 PM

A 00 -

2:34 PM
2024-04-01

.! Q Search
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— N-Stalker Scanner Scan Options | * &

5 Engine & Crawler Settings ~ {C HTTP Settings. -

T 3 WAF) - - .
hreads # 58 Encode URI (WAF [ control Options Notifications
- URL Restriction Settings ~ R | Track Spider
> Y
m FP Keyword Filte
=) Close Session || 7] Session Mgmt & Fiters ~ o Tmeout 115 W Debug HTTP ~ i e 5
Session Control || Threads :amrol” Spider Control HTTP Control H False-Positive Control
r. URL e POLICY . THREADS
Website Tree Scanner Events Scanner Dashboard
o htp/192.168.139.1280 4y Scanner Progress Status
lis| Dashboard g Completed ~ Step 3
) Site Sequence < Spider Run Modules
& Allowed Hosts
--{§ Rejected Hosts Progress Details
7} Objects
% Cookies (2) Scan Session |
= Scripts (2) Start Time Apr 1, 2024 18:34:21
(0 Comments Duration 0 Hours 1 Minutes
=] Web Forms (26) -
] E-mails (6) Spider Engine z
¥ Broken pages (15) Crawled URLS 3
Hidden Fieids (1) Crawied Hosts 1 o
', nformation Leakage (1)  Defaut Page Size 8,524 bytes High (16) Mid (36) Low i4) Info (19)

) Vulnerabities Scan Engine # Network |#
E-§ hitp:/1192.168.139.128/

- Total Requests 51 Bytes Sent 19,707
Failed Requests 0 Bytes Received 15,701
Attacks Sent 16 AvgResponse Time ~ 0.01s
404 Errors 4 Avg Transfer Rate 1.97 Mb/s
302 Redirection 0 Requests/Minute $1.00 reg/min
< >
Scan Module \ Current Total Progress A
@ WebServer Infrastructure Ass 0 2 0%
HTTP Method Finder 0 " 0%
@ N-Stalker Spider Module 30 30 100 %
File Extensions Finder 10 10 100 %

& Scan Modules | # Components |[=) Scan Events |[T] Module Events

(= | Status: OpenSSL CVE-2014-0224 CCS Injection at [
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~—  N-StakerScanner | Scan Options

4 Engine & Crawler Seftings ~

Threads # 58 Encode URI(
URL Restriction Seftings ~
bl 8 3 S Timeout (15
=) Close Session || X | | Session Mgmt & Fitters ~ —
Session Control ||Threads Control, Spider Control
2 URL — — poLICY
v =
Website Tree Scanner Events Scanner Dashboard
i nttp://192.168.139.128/ £y Scanner Progress Status
i Dashboard Completed
) Site Sequence A Spider

§ Allowed Hosts
4 Rejected Hosts

Progress Details

WAF)
, Track Spider
S Debug HTTP ~

HTTP Control

THREADS

N

{5 HTTP Settings ~

Completed
Run Modules

{2 control Options ~
(23 FP Keyword Fiter

False-Positive Control

Completed
Sig Scanner

73 Objects
# Cookies (2) Scan Session 80
= Scripts (2) Start Time Apr 1, 2024 18:34:21
Comments Duration 0 Hours 4 Minutes 40
=] Web Forms (26)
7] E-mails (6) Spider Engine # "
¥ Broken pages (15) Crawled URLS Y
Hidden Fields (19) Crawled Hosts 1 3
X, Information Leakage (1) Defaut Page Size 8,524 bytes High (20) Mid (50) Low (5) Info (19)
0 Vulnerabities Scan Engine * Network | #
B8 192168138128/ rota) Requests 583 Bytes Sent 283,595
Failed Requests 0 Bytes Received 1,020,877
Attacks Sent 384 Avg Response Time 001s
3 2 404 Errors 51 Avaq Transfer Rate 1.44 Mbis
Scan Module | Current Total Progress
Sensttive Files Search Assess 1 312 0%
WebServer Infrastructure Ass 4 5 80 %
3rd-Party Package Scanner 162 163 99%
N-Stalker Spider Module 30 30 100 %
File Extensions Finder 10 10 100 %
HTTP Method Finder 1" 1" 100 %
Cross-Site Scripting Assessme 936 936 100 %
Infarmation | aakans Accasem 43 a8 100 %

‘ Yo s

Notifications

Scan Modules | 3§ Components

(=i | Status: Running attack signature [SiteMinder Administration page is available] for [192.168.139.128]

x38 PM
4/1/2024
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S N-Stalker Scanner Scan Options

‘ Session Control || Threads Conlto\H Spider Control

HTTP Control

| ‘ False-Posttive Control

I URL e - PoLICY
»

THREADS

Website Ti Scai E
— L MNEr Y Results Wizard
& hitp:/1192.168.139.128/ ../n‘l

3

X

N-Stalker found 94 vulnerabilities

Session Management Options

Discard scan results

Scan Session has finished successfully.

=7 E-n Next Steps.
¥ Brd Total Scan Time o et
0
Wd 0 Hour(s) S Minute(s) oS¢ scan session and return to main screen
" Open N-Stalker Report Manager Info (19)
Yoy Total Vulnerabilities
@ Vulner r Keep scan session for further analysis
B nay Fgh: 20
- Medium : 50 s
Low: 5 fos
Info 19
< bis
o Sen Cancel
@ 3rd-Party Package Scanner 194 185 9%
N-Stalker Spider Module 30 30 100 %
@ File Extensions Finder 10 10 100 %
HTTP Method Finder 11 1 100 %
@ Cross-Site Scripting Assessme 936 936 100 %
| pakans Assesam 48 an 10N o

Scan Modules | 3 Compor

=i | Status: N-Stalker Scanner session is being closed...[Dashboard Thread).

Q Search
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2= 000

S N-Stalker Scanner Scan Options

Session Control || Threads Control Spider Control HTTP Control |_False-Positive Control
j T = = poLICY —— THREADS
Website Tree Scanner Events Scanner Dashboard
=-8 Progress Status
Completed g Completed Completed
X Spider N Run Modules Sig Scanner
Progress Details
Scan Session 0.
Start Time Apr 1, 2024 18:34:21
Duration 0 Hours 5 Minutes 40
Spider Engine Ik »
Crawled URLs 3
Crawled Hosts 1 3
Defautt Page Size 8,524 bytes High (20) Mid (50) Low (5) Info (19)
Scan Engine # Network #
Total Requests 805 Bytes Sent 299,244
Failed Requests 0 Bytes Received 1,105,205
Attacks Sent 384 Avg Response Time 001s
404 Errors 53 Avq Transfer Rate 1.45 Mbis
( Name URL Location | c

) # Web Server Information Found
(£} 3 Web Server Technology Detected
&) # Password Web Form Found

d
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L
S N-Stalker Scanner Scan Options

Il
|| False-Positive Control

Spider

Progress Details

Session Control || Threads Control | Spider Control HTTP Control
2 URL - poLICY THREADS
1%, i
Website Tree Scanner Events Scanner Dashboard
=8 Progress Status
Completed Completed Completed
\7 \l

Run Modules Sig Scanner

' * O

Notifications

0
High (20) Mid (50) Low (5) Info (19)

Scan Session | 50

Start Time Apr1,2024 18:34:21

Duration 0 Hours S Minutes 40

Spider Engine # 2

Crawled URLs 3

Crawled Hosts 1

Default Page Size 8,524 bytes

Scan Engine # Network

Total Requests 605 Bytes Sent

Failed Requests 0 Bytes Received
Attacks Sent 384 Avg Response Time
404 Errors s3 Avq Transfer Rate

\uto-comy

: Auto-complete feature is not disabled on a pass:
Al lete feature is not disabled on a pass:
feature is not

word-based form
word-based form

#
299244
1,105,205
001s
1.45 Mbis

/cgi-bin/badstore. cgi?actio
lcgi-bin/badstore. cgi?actior

n

6:43 PM

is not runnin
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SR ELO0T

Completed
XY 4

S N-Stalker Scanner Scan Options
Session Control || Threads Control| | Spider Control HTTP Control | False-Positive Control
o URL — . poLICY THREADS
o
Website Tree Scanner Events Scanner Dashboard
=8 Progress Status

g Completed g Completed
N

Sig Scanner

[04/01/2024 18
[04/01/2024 18;
[04/01/2024 18;
[04/01/2024 18;
[04/01/2024 18:
[04/01/2024 18;

0
High (20) Mid (50) Low (5) Info (19)

Spider N Run Modules
Progress Details
Scan Session 0.
Start Time Apr 1,2024 18:34:21
Duration 0 Hours S Minutes 40
Spider Engine # 2
Crawled URLs N
Crawled Hosts 1
Default Page Size 8,524 bytes
Scan Engine | # L Network
Total Requests 605 Bytes Sent
Failed Requests 0 Bytes Received
Aftacks Sent 384 Avg Response Time
404 Errors. 53 Avaq Transfer Rate

| #
299,244
1,105,208
0.01s
1.45 Mbis

[04/01/2024 18:39:01] SignatureScanner(): Attempting to detect [Possible Chili!Soft ASP Configuration File Disdosure and DoS] on [192.168.139.128].
01] SignatureScanner(): Attempting to detect [Beck IPC GmbH IPC@Chip Embedded-Webserver Server Root Arbitrary File Access] on [192.168.139. 1.
05] SignatureScanner(): Attempting to detect [Orade Application Server PL/SQL Module OWA_UTIL Stored Procedures Information Disclosure] on [192.
5] SignatureScanner(): Attempting to detect [Orade Applications Web Report Review FNDWRR.exe URL Overflow] on [192. 168. 139.128].

Attempting to detect [Red Hat Stronghold stronghold-info GET Request Information Disclosure] on [192. 168.139.128].

: Attempting to detect [Apple QuickTime / Darwin Streaming Server Triple Dot Traversal Arbitrary File Acces] on [192.168.139.1
: Attempting to detect [Orade Application Server XSQL Serviet Direct Request Configuration File Disdosure] on [192.168.139. 12
[04/01/2024 18:39:05] SignatureScanner(): Attempting to detect [Microsoft FrontPage Extensions .pwd File Permissions] on [192.168.139.128].

j01/: re WWW File Share Pro Multiple Remote Vulnerabilities] on [192. 168.139.128].

128
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~—  N-StalkerScanner | Scan Options 1 e 3
- Notifications
15 —
[
‘ Session Control || Threads Control| Spider Control HTTP Control Faise-Positive Control
1 URL g -~ poLICY THREADS
Y OWASE
Website Tree Scanner Ef
| Results Wizard X
8 nhttp://192.168.139.128/ £ Scann
1a| Da Scan Session has finished successfully.

- N-Stalker found 94 vulnerabilities

&} Object: Session Management Options

# Co

) Save scan results

Discard scan results

&4 En Next Steps
¥ Brg Total Scan Time G -
Hid 0 Hour(s) 5 Minute(s) lose scan session and return to n‘\em screen
Inf ¥ {Open N-Stalker Report Manager!
o Total Vulnerabilities i =
O Vulneri 1 Keep scan session for further analysis
a High : 20
- hit :
= Medium : 50
Low : 5
< Info: 19
Sen|
3rd-Party Package Scanner 194 195
N-Stalker Spider Module 30 30
File Extensions Finder 10 10
HTTP Method Finder 1" 1"
Cross-Site Scripting Assessme 936 938
Infematian | sakans ar ar

6:40 PM
4/1/2024
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N-Stalker Scanner

)

-

| Session Control Threaascamro\H

O O3

Scan Options

‘ ‘ False-Positive Control

0
3}

x|

Spider Control HTTP Control
' URL — - rre PoLICY - THREADS
[ R
Website Tree Scanner E
Results Wizard
5 http://192.168.139.128/ .’nl

Scan Session has finished successfully.

IN-Stalker found 94 vulnerabilities
Summary
Application Objects | Count ~
Total Web Pages 3
High Vulnerabiities 20
Medium Vulnerabilties S0
"7 E-n Low Vulnerabilties 5
ﬂd Brg Total Scan Time Info Vulnerabiities 19
Hid 0 Hour(s) 5 Minute(s) Total Hosts Found 1
Infe Total HTTP Cookies 2 Info (19)
Vuiner| 1018l Vulnerabilities Total Directories Found 0
™ High 20 Total Web Forms Found 26
- Medium : 50 Total Password Forms 0 #
Low : 5 Total E-mails Found 6 105
Info 19 Total Client Scripts 3
Total HTML Comment: 0 v ps
Your request has been successfully processed.
=
© 3rd-Party Package Scanner 194 195 59%
N-Stalker Spider Module 30 30 100 %
o File Extensions Finder 10 10 100 %
HTTP Method Finder n 1" 100 %
o Cross-Ste Scripting Assessme 936 936 100 %
| eakane Assesam 4R an 100 o

Scan Modules | ## Components | (=5 Scar

=i Status: N-Stalker Scanner session is being closed...[Dashboard Thread].

(T Module Events

The Audio Service is not runnin
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| Session Control

S EBT

N-Stalker Scanner Scan Options

@ @ F

Threads Control ‘ Spider Control

— 15 —

HTTP Control

‘ | False-Positive Control

| ~o URL

Website Tree
i http://192

| Status: N-Stalker Scanner session is being closed .. [Dashboard Thread].

POLICY

THREADS

Scanner E|

Results Wizard

168.139.128/ £ Scann

(i8] Daf
3 Al
& Re
73 Obijects

X

N-Stalker found 95 vulnerabilities

Session Management Options

Discard scan results

Scan Session has finished successfully.

4 En Next Steps
¥ Bre Total Scan Time o
0
Hid 0 Hour(s) 4 Minute(s) lose scan session and return to main screen
Inf Open N-Stalker Report Manager Info (19)
- Total Vulnerabilities
O Vuiner; g Keep scan session for further analysis
®-(@ o foh: 20
- Medium : 51 B
Low: § os
Info 19
Cancel
<
Scan Module \ Current Total Progress
@ Sensitive Files Search Assess 1 312 0%
» WebServer Infrastructure Ass 4 5 80 %
@ 3rd-Party Package Scanner 200 20 99 %

h + N-Stalker Spider Module 30

Scan Modules | 3§ Co

* O

Notifications

Q Search
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5. Scan Results of www.badstore.net (192.168.139.128) — Generating Technical Report and

Interpreting Reports

37


http://www.badstore.net/
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(&) X,
Scan Options

— N-Stalker Scanner
| >
o Wy W | @
Start Policy Giobal Report Macro Web
Edtor  Options | Manager | Recorder Proxy
Scan Session Scan Tools ‘
Available Scan Sessions

B8 hitp://192.168.139.128/
5| Apr1,2024 19:10:13

=) Apr1,2024 18:34:21 Q

= & ¢ M @ o
-~
HTTP Brute Web Encoder GHDB HTTP Load Update About
Force Discovery Tool Tool Tester Manager  N-Staker
Miscellaneous Tools “

About

Report Manager | Session Information Dashboard
Progress Status

Completed
Spider

Progress Details

=4 | Status: Choose the desired URL and right-click for more options.

Scan Session Objects

Scan Session | 0
Start Time Apr1,2024 19:10:13
Duration 0 Hours 4 Minutes 40
SpderEopioe L L 0
Crawled URLs 3 =
Crawled Hosts 1 0
Default Page Size 8,648 bytes High (20) Mid (51) Low (5) Info (19)
Scan Engine # Network | #
Total Requests 605 Bytes Sent 299,233
Failed Requests 0 Bytes Received 1,166,309
[,\@ Attacks Sent 384 AvgResponse Time 0
404 Errors s3 Avg Transfer Rate 1.54 Mbis
302 Redirection 0 Reguests/Minute 0
Report Manager | Control Panel
Scan Session Details
URL http://192.168.139.128/ iCookies
Policy OWASP Policy Web Forms
File 471882825bf: 76 sdb E-mail Address
Script Blocks
Comment Blocks
Script Files
Hidden Directories
< >|¢

2
26
13
2
0
1
0
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N N-Stalker Scanner Scan Option:

s

=4 | Status: Technical report has been cancelied (file: "C:\N-Stalker\Free

<

- I
0 i i le @I 28 cM @
Start Policy ~ Giobal | Report Macro Web Br Web Encoder GHDB HTTP Load Update About
Edtor  Options | Manager | Recorder || Proxy Force Discovery Tool Tool Tester Manager  N-Stalker
Scan Session Scan Tools ‘ Miscellaneous Tools /| About
Available Scan Sessions Report Manager | Session board
B § http://192.168.139.128/ Progress Status
Aer120]  TechnicalRepot  »| | Generate RTF
‘ Executive Report » Generate PDF
Progress Detal
Scan Session |
Start Time Apr1,2024 19:10:13
Duration 0 Hours 4 Minutes
Spider Engine #
Crawled URLs 3
Crawled Hosts 1 o
Default Page Size 8,648 bytes High (20) Mid (51) Low (5) Info (19)
Scan Engine # Network #
Total Requests 605 Bytes Sent 299,233
Failed Requests 0 Bytes Received 1,166,309
Attacks Sent 384 Avg Response Time 0
404 Errors 53 Avg Transfer Rate 1.54 Mb/s
302 Redirection 0 Requests/Minute 0
Report Managei | Control Panel
Scan Session Details Scan Session Objects
URL hitp://192.168.139.128/ Cookies 2
Policy OWASP Policy Web Forms 26
File 47882825bfa389d3e6bd34a895761db0S66cE8a.sdb  E-mail Address 13
Script Blocks 2
Comment Blocks 0
Script Files 1
Hidden Directories 0

801PM
47172024
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N-Stalker Scanner Scan Options

O a "R w @ =I 2 ¢c Il Q© o
Start Policy Global Report Macro Web HTTP Brute Encoder GHDB TTP Load Update About
|| Edtor Options | Manager | Recorder Proxy Force Discovery Tool Tool || Manager N-Staker
‘Scan Session|| _ Scan Tools o Miscellaneous Tools i‘ About
Scan - . »
Report Options
B8 hitp://192.168.139.128/ |
Apr1, 2024 19:10:13
= Azr 1,2024 18:34:21 Technical Report
http://192.168.139.128:80/
Section Configuration Report Options Vulnerabiities PDF Options.

Technical Summary

Show Scan Session Statistics
Graphic Details

Show Graphical Statistics of Scan Session
Items that Require your attention
Show Infrastructure Issues
Show Confidentiaiity Issues
Object Technical Details
Show Objects Summary
Show Hidden Directories

[ Show HTML Hidden Fields

[ Show Web Forms Structure
Vulnerability Technical Details
Show Infrastructure Issues
Show Confidentiality Issues
HTTP Evidence Details

Show HTTP Request & Response

*) Show Header/Body

Show Scan Policy Detais

Show Application Issues

Show HTTP Cookies
Show E-mail Address
Show Information Exposure

Show Application Issues
Aggregate similar vuinerabilties

Show Header Only  Restrict to: (0 none)
3000

bytes

<

Script Blocks
Comment Blocks
Script Files
Hidden Directories

> <

= Status: Technical report has been cancelied (file: "C:\N-

e~onNanN

Scan Session Objects
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N-Stalker Scanner | Scan Options ] g )
' - -, % Rl
[ N\ 3 G ificati
o | a @ - " . | (] Notifications
Start Policy Global Report Macro Web HTTP Brute Web Encoder GHDB HTTP Load Update About
Edtor Options | Manager | Recorder || Proxy Force  Discovery Tool  Tool Tester Manager  N-Stalker
Scan Session Scan Tools Miscelaneous Tooks About
Available Scan Sessions e — e =
B3 hiip/192.168.139.128/
Apr 1, 2024 19:10:13 5
j A;r‘\, 2024 18:34:21 Technical Report
http://192.168.139.128:80/
Section Configuration | Report Options | Vulnerabiities . PDF Options
Technical Summary
Show Scan Session Statistics Show Scan Policy Detais

Report Generation
0 Report successfully generated. Would you like to open it?

Yes No i

Show Application Issues
ggregate similar vulnerabilties

Vulnerability Technical Details
how Infrastructure Issues
how Confidentiality lssues
HTTP Evidence Details

Show HTTP Request & Response Show Header Only  Restrict to: (0 none)
+) Show Header/Body 3000 bytes || |

Scan Session Objects

2
26
13
Script Blocks 2
Comment Blocks 0
Script Files 1
Hidden Directories 0
< >« >

L==d | Status: Technical report has been cancelled (file: "C:\N-

805PM
N s 000 -

: : SPM g
Q Search . - 20240401 ©D
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v O NstalkerReport - Badstore.pdf X + = u X

(¢} @ File C:/Users/Administrator/Desktop/NStalkerReport%20-%20Badstore.pdf

=  NStalkerReport - Badstore.pdf

N-Stalker Web A Security A it

http://www.nstalker.com/

3. Technical Summary

3.1. Scan Session Information

URL : hitp://192.168.139.128/

Date: Apr 1,2024 19:10:13

Scan Policy: OWASP Policy

SSL Cipher (Algorithm): NA

Server Reported Banner: Apache/1.3.28 (Unix) mod_ssl/2.8.15 OpenSSL/0.9.7c

Server Technology (Banner): Unknown Server
Server Technology Detected: Unknown Server
Server-side Technologies: N/A

3.2. Issues Found
Status # Found
 High

o

an s 427 PM
Em Q Search ¢ . 2024-04-01

Based on the provided report from the N-Stalker Web Application Security Assessment, here is a
general interpretation of the scan results:

1. Vulnerable Server and Software: The web server is running older, vulnerable versions of
Apache, mod_ssl, and OpenSSL, which have numerous known security vulnerabilities. These
vulnerabilities range from information disclosure to remote code execution and denial of
service.

2. Vulnerabilities Detected:

o Cross-site Scripting (XSS): The report indicates multiple occurrences where XSS is
possible, which could allow attackers to execute scripts in a user's browser to hijack
sessions, deface web sites, or conduct phishing attacks. (CVSS Scores, n.d.)

o HTTP Parameter Pollution: This vulnerability can lead to application behavior
corruption by manipulating query parameters. ( National Vulnerability Database, n.d.)

o Cross-site Request Forgery (CSRF): Identified vulnerabilities that could allow attackers
to perform actions on behalf of legitimate users without their consent.

o Insecure Cookie Handling: Some cookies are found without the HttpOnly flag, making
them susceptible to access via client-side scripts. (mitre, n.d.)

o Clickjacking: The application could be vulnerable to clickjacking, where a user is tricked
into clicking something different from what the user perceives, effectively hijacking
interactions meant to go to another site.
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o Information Disclosure: Several issues related to the disclosure of sensitive
information have been found, including directory listings and downloadable objects
that might contain sensitive data.

3. Security Bypass and Information Exposure: Multiple CVEs (Common Vulnerabilities and
Exposures) are listed, each representing a different security risk. Many of these are related to
OpenSSL and can lead to severe issues like security bypass, denial of service, information
exposure, and potentially remote attacks.

4. Recommended Actions: Although the detailed remediation steps are not available in the
report snippets (likely due to the use of the free edition of the scanner), the general
recommendation is to update the vulnerable software to the latest, non-vulnerable versions.
It's also advised to implement security best practices like disabling unnecessary HTTP
methods, setting HttpOnly flags on cookies, and ensuring the application does not reveal
detailed error messages or server versions.

5. Risk of Unpatched Vulnerabilities: The report suggests the presence of many outdated and
unpatched vulnerabilities that can significantly compromise the security of the application
and the server. It's essential to address these issues promptly.

6. Confidentiality Risks: The presence of exposed directories and downloadable files can pose
significant risks if they contain sensitive information that should not be publicly accessible.

In summary, the report highlights critical security issues that need to be addressed to protect the
web application and its users from potential exploits. It's crucial to review each finding in detail,
prioritize based on risk, and apply the necessary security patches and configuration changes. For a
complete and comprehensive resolution of these issues, upgrading to a full-featured version of the
security scanner that provides detailed fixes and further information would be beneficial.

Conclusion and Recommendations:

The exercise using the N-Stalker Web Application Security Scanner has provided valuable insights into
the security posture of the scanned web application — www.badstore.net. The results indicate several
critical and high-risk vulnerabilities that must be addressed to protect the integrity, confidentiality,
and availability of the web application and its underlying systems. Following are the general
conclusions for the laboratory assignment:

1. Outdated Software: The web server and associated modules are running outdated versions
with known vulnerabilities. Updating to the latest, secure versions is a critical step. (OWASP
Top Ten, n.d.)

2. Vulnerability Management: There is a clear need for ongoing vulnerability management and
regular security assessments to identify and remediate new and existing security risks.

3. Security Hardening: The web application requires security hardening measures, such as
implementing secure cookie attributes, correcting server configurations to prevent
clickjacking, and eliminating cross-site scripting vulnerabilities. (13 Best Practices for
Improving Web Application Security, n.d.)

4. Risk Mitigation: Addressing the highlighted CVEs and other detected issues will greatly reduce
the potential for exploitation by attackers.
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5. Compliance and Best Practices: Ensuring compliance with industry security standards and
best practices, like OWASP recommendations, will fortify the application's defense against
common web threats. (15 Application Security Best Practices, n.d.) (Web Application Security
Best Practices: A Developer’s Guide, n.d.)

6. Awareness and Training: The exercise emphasizes the need for developer and administrator
training on security awareness to prevent introducing vulnerabilities during development and
maintenance.

7. Security Culture: Building a proactive security culture within the organization can lead to
better security practices being followed consistently.

8. Investment in Security Tools: The results may suggest that investing in a full version of the
security scanner or other advanced security tools could be beneficial for deeper insights and
guidance on remediation.

9. Regular Updates and Patching: It's evident that regular software updates and patch
management processes are vital to maintaining a secure environment.

Overall, the exercise serves as an important reminder of the necessity of web application security
and the need for continuous improvement of security measures to safeguard against evolving cyber
threats.
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