Network Traffic Analysis with Wireshark

By: Michael Emil Santos

Introduction

This project demonstrates the use of Wireshark, an industry-standard network protocol analyzer, to
capture and interpret network traffic. By analyzing data packets generated from common web requests,
| have identified communication protocols and their role in network interactions. The objective was to
distinguish normal traffic from potential anomalies, showcasing skills in network analysis and
cybersecurity.

Project Scope and Obijectives

1. Packet Capture and Analysis:
Objective: To capture packets generated from accessing different websites and online applications.

Approach: Using Wireshark, | recorded packet flows, focusing on key details such as IP addresses,
protocol types (e.g., DNS, TCP, HTTPS), and packet structures. This data was essential for
understanding the traffic patterns and network behavior.
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The first packet of information when a web request was sent can be viewed and interpreted as
follows:

In this session 629 packets were captured and the packet number for the request is 360.

e Time of capture: 9.753602 seconds (from when the capture starts in
Wireshark.

e Source IP Address: 2607:fea8:c¢82:bc00:116:3dc1:c6ba:fOfe
e Destination IP Address: 2607:f798:18:10:0:640:7125:5204
e Protocol used: DNS.

e Packet Length: 102 bytes.

e Query: AAAA (IPvb).

e Transaction ID: 0x03fe

e QRfieldis set to 0 that shows it is a query and not a response.

This packet represents a request to resolve the IPv6 address for the given domain. This request is
specifically asking for the IPv6 address of the domain that the source is trying to establish a connection
with the domain.

There are 3 packets that are not related to the request:

367 9.892229 52.228.84.35 10.0.0.181 L3 66 443 + 54866 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=Q NSS=1448 WS=256 SACK_PERM
368 9.892330 10.0.0.181 52.108.84.35 i3 54 54866 + M43 [ACK] Seq=1 Ack=1 Win=263424 Len=A

These 3 packets are part of the 3-way TCP handshake where the first packet is the initial step in
establishing a TCP connection, the second packet is the response to the first packet which
acknowledges the receipt of the initial packet, and the third packet indicates that both ends are
synchronized and ready to exchange data over the established TCP connection.
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The second packet of information when Spotify was opened can be viewed and interpreted as follows:
In this session 4261 packets were captured and the packet number for the request is 54.

e Time of capture: 7.674420 seconds (from when the capture starts in
Wireshark.

e Source IP Address: 2607:fea8:c82:bc00:116:3dc1:c6ba:fOfe
e Destination IP Address: 2607:f798:18:10:0:640:7125:5204
e Protocol used: DNS.

e Packet Length: 103 bytes.

e Query: A (IPv4).

e Transaction ID: Ox41a3

e Domain: guel-dealer.spotify.com



e QRfield is set to 0 that shows it is a query and not a response.

This packet represents a request to resolve the IPv4 address for the domain "guel-
dealer.spotify.com" through the DNS. The source is querying the DNS server for the IPv4 address
associated with the domain name.

There are multiple packets that are not related to the request:
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These 3 packets are part of the 3-way TCP Handshake.

61 7.740837 18.0.9.181 34.36.203.108 TISv1.2 485 Client Hello (SNI=guel-dealer.spotify. con)
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There are 2 TLS-related packets of which the first one, the "Client Hello" message is the initial message

sent by the client to initiate the TLS handshake with the server "guel-dealer.spotify.com".
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The second packet “Server Hello” is the response from the server to the client’s “Hello” message
during the TLS handshake. It is used to acknowledge and secure communication.

The TLS Version is TLSv1.2.
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Protocols Identified and Analyzed - The following protocols were observed in the
network capture:

e TCP (Transmission Control Protocol): This is the main protocol used for most of the traffic,
indicating reliable, connection-oriented transmissions. (Eddy, 2022)

e UDP (User Datagram Protocol): This is less prevalent than TCP, used for connectionless
communications, typically for streaming, gaming, and real-time services. (Postel, 1980)

e HTTPS (Over TCP Port 443): This represents encrypted web traffic, indicating secure web
browsing. (Touch & Eliot Lear, 2023)

e DNS (Over UDP Port 53): Domain Name System are critical services and essential for resolving
domain names to IP addresses. (Touch & Eliot Lear, 2023)

e SSDP (Simple Service Discovery Protocol over UDP Port 1900): Used for discovering and locating
UPnP devices on a local network. (Goland, 1999)

e mDNS (Multicast DNS over UDP Port 5353): Used for resolving hostnames to IP addresses within
small networks without central DNS services. (Cheshire, 2013)

A. Types of Services and Apps Using These Protocols

Based on the protocols identified, the following services and applications are typically
associated:

e Web Browsing (HTTPS/TCP Port 443): This includes all secure web traffic, including services such
as online banking, shopping, social media platforms, streaming services, and cloud-based
applications.



e Streaming and Real-time Communications (UDP): Encompasses applications like video
conferencing apps, VolP services, live game streaming platforms, and other multimedia streaming
services.

¢ Domain Name Resolution (DNS/UDP Port 53): This is a foundational aspect of internet usage and
includes any service that requires domain name resolution, which is a fundamental part of
internet usage, including all above-mentioned services.

¢ Network Device Discovery (SSDP/UDP Port 1900 and mDNS/UDP Port 5353): These services are
typically used by network devices for configuration and discovery within a local area network.

B. Exact services and applications accessed based on the capture information are as follows:

e |Pv6 Addresses:
o 2a03:2880::/32 This range indicates the activities related to Facebook and its associated
platforms.
o 2607:f8b0::/32 This range points to usage of Google's suite, including Search, YouTube,
Gmail, etc.
o 2620:1ec::/32 This range Suggests access to Wikipedia or related resources.
e |Pv4 Addresses:
o 54.231.232.49, 52.109.92.58, and 3.98.112.127 are within the Amazon Web Services
(AWS) range, potentially indicating use of AWS-hosted services or websites.
o Addresses in the 23.*.*.* range are typically associated with Akamai Technologies, a
content delivery network provider, which could indicate access to various content-rich
services such as media streaming, software download sites, or large online platforms.

Based on this data, the report concludes that the network traffic consisted of a variety of encrypted web
browsing activities, including social media interaction, information searching, video streaming, and the
use of cloud-based services. Additionally, local network activities included device discovery and
configuration.

Also, the identification of Facebook services, Google services, and Akamai Technologies from the IP
addresses in the network capture is based on known IP address allocations and the services these
companies provide. The reason these addresses are associated with these services and what roles they
play in terms of privacy, security, hosting, and other network services:

Facebook Services (IPv6 addresses in the 2a03:2880::/32 range)
Why It Shows Up:

e Facebook owns a block of IP addresses, and traffic to or from these addresses can be indicative of
interactions with Facebook's various services, such as the main social networking site, Instagram,
WhatsApp, or other affiliated platforms.

Purpose in Terms of Privacy and Security:
e Facebook uses encryption (like HTTPS over TCP port 443) to protect user data and

communications.
e Implements privacy controls, allowing users to manage who sees their information.



Hosting and Network Services:
e Operates its own data centers and uses a content delivery network (CDN) to distribute content
efficiently across the globe.
e Provides APIs and services for third-party developers and businesses. (Engineering at Meta:
Networking & Traffic, n.d.)
Google Services (IPv6 addresses in the 2607:f8b0::/32 range)
Why It Shows Up:

e Google owns a vast range of IP addresses for its services, including search, email (Gmail), video
hosting (YouTube), and cloud services (Google Cloud Platform).

Purpose in Terms of Privacy and Security:

e Google also employs encryption to protect data in transit.

e Offers various security features like two-factor authentication and secure browsing tools.

e It has robust privacy policies with options for users to control their data.

Hosting and Network Services:

e Provides extensive hosting services via Google Cloud, including computing, storage, and
networking capabilities.

e Operates one of the largest CDNs, speeding up access to services and reducing latency. (Google
Cloud documentation, n.d.)

Akamai Technologies (IPv4 addresses in the 23.*.*.* range)
Why It Shows Up:

e Akamai is one of the largest CDN providers and their IP ranges are used to deliver content for
clients across different industries. This can include anything from media streaming to software
downloads.

Purpose in Terms of Privacy and Security:

e Akamai's CDN enhances security by defending against DDoS attacks and improving website
performance, which is crucial for maintaining availability and user experience.

e Offers secure content delivery with advanced encryption and authentication features.

Hosting and Network Services:
e Reduces latency by caching content on servers closer to the end-users.

e Provides cloud security solutions, web and mobile performance services, and cloud service
monitoring. (Resource Library, n.d.)



The presence of these services in network traffic is common given the widespread use of these platforms
for both personal and business purposes. They implement layers of security and privacy measures to
protect user data and ensure the integrity of their services. In terms of network services, they contribute
to a huge portion of internet traffic because they host a variety of services, from social media to search
engines, video streaming, and beyond.

3. Network Troubleshooting with Wireshark
There are three ways administrators can use Wireshark to troubleshoot network problems.

A. Use packet captures to identify traffic types:

To monitor viruses, potentially spreading to other hosts or malfunctioning NICs and the kind of traffic
flowing through the network. Network administrators want to be able to verify that traffic is genuine and
valid if something seems off on the network.

Consider the two following instances of traffic identification:

e |nvestigate NIC communications in a cluster: In private cloud failover clusters or other
deployments, Intel Advanced Network Services (ANS) probes detect network team members and
ensure they are operational.

We could investigate communication between cluster team members or investigate why there are so
many ANS probes, indicating a problem with one of the NICs. The NIC may be incorrectly configured, using
the incorrect driver, or failing. Because Wireshark already has an ANS traffic filter, this capture is simple.

o Detect virus propagation based on Address Resolution Protocol (ARP) queries or known
malware sites: A high number of ARP queries coming from a single machine is one suspicious
traffic pattern. A virus may have infected the device and is now trying to spread to other systems.
A protocol analyzer can assist us in detecting this type of traffic and its source, allowing us to
thoroughly inspect the machine.

Perhaps we've heard of malware that spreads over the network by using recognizable URLs or other data.
Use the documentation for Wireshark to help create a filter using these details to determine whether the
malware was on the network.

B. Use packet capture to monitor the network performance:

Wireshark includes a statistical analysis tool to aid in the management of network performance issues. It
provides numerous options for analyzing network efficiency and identifying areas for improvement.

In Wireshark, go to the Statistics menu and select the following performance filters:

e Capture File Properties: Provides basic details about the capture file, such as its size, the duration
of its capture, its interface, its filters, etc. When archiving baseline captures for future
comparisons, this information is extremely helpful.

e Protocol Hierarchy: Identifies and ranks every protocol in the capture, allowing us to determine
the proportion of traffic that each protocol accounts for on the network.

For example, we can quickly find out how much of the traffic was on the network is IPv6 versus IPv4 or
compare DNS and Dynamic Host Configuration Protocol traffic.



Conversations: Shows all the communications, along with the start time, traffic type, duration,
and size, between the designated endpoints. Apply what we've learned to clarify the data that is
transferred between two nodes.

10 Graphs: Allows us to filter content and view performance data in an interactive graph format
that shows network traffic information. For instance, instead of using the numerical output from
the Protocol Hierarchy tool, we might decide to use a graph to see the quantity of errors
compared to legitimate traffic.

TCP Stream Graphs: Shows details about TCP traffic, such as roundtrip, throughput, and window
scaling. To enable this menu, select a packet that is TCP-based.

IPv4 Statistics > Destination and Ports: Identifies the destination of network traffic, such as IP
addresses and port numbers, and filters it accordingly. Remember that certain port numbers, like
port 80 for HTTP and port 443 for HTTPS, are standardized.

IPv4 Statistics > Source and Destination Addresses: Displays network traffic arranged according
to IPv4 source and destination addresses, thereby reducing the amount of traffic that needs to be
investigated. Understanding the relationship between two nodes—such as routers that share
routing tables or proxies and the clients they serve—needs to have access to this data.

IPv6 network traffic can also be handled with Wireshark. Comprehensive documentation is available on
the official Wireshark website.

C.

Use packet captures to discover network devices:

Protocol analyzers can also be used to identify and record the devices connected to the network and
exchange data. Network experts can classify involvement in networks in several ways, such as the
following:

Network capture makes it evident which hosts are connected to the network by displaying the
source and destination MAC and IP addresses.

In addition to the protocols identified, knowing what applications exchange network information
is useful for ensuring that security system rules and packet filtering configurations are correct. We
can also use these criteria to detect peer-to-peer BitTorrent or other network abuses.

Client requests to the web, FTP, or file servers are displayed, assisting in the identification of
queries or processes that consume server resources.

Recognize information sent to client devices to figure out what the clients do. Ansible or other
configuration management automation messages may be included in this data.

Network Security Insights

In addition, network analysts and cybersecurity experts can investigate security flaws throughout
a network in several ways with Wireshark. They can utilize Wireshark, for instance, to:

o Determine network threats: Malware, viruses, and other malicious traffic can all be
determined using Wireshark. Cybersecurity experts can identify suspicious activity
patterns and take the necessary steps to reduce the threat by examining network traffic.



e Track network performance: We can use Wireshark to track network performance and
find any bottlenecks or other problems that might be interfering with it. Cybersecurity
experts can find the source of performance problems and take the necessary steps to fix
them by examining network traffic.

e Identify network intrusions: By examining network traffic for indications of unauthorized
access or other questionable activity, Wireshark can be used to identify network
intrusions. Cybersecurity experts can identify and stop network intrusions before they
cause serious harm by continuously monitoring network traffic.

e Troubleshoot network issues: By examining network traffic and determining the source
of the problem, Wireshark can be used to troubleshoot network issues. Cybersecurity
experts can examine network traffic in real-time or from a saved capture file to find
configuration errors, network congestion, malfunctioning devices, and other problems
that might be affecting network performance.

Conclusion:

This project highlights Wireshark’s value as a powerful tool for network analysis, troubleshooting, and
security monitoring. Through this hands-on experience, | developed skills in protocol analysis, traffic
management, and security diagnostics. This project illustrates my ability to apply technical knowledge to
real-world network scenarios, enhancing network security and operational efficiency.



