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Firewall and IDS Configuration with pfSense 
By: Michael Emil Santos 

 
 

Introduction 

This project involves setting up and configuring the pfSense firewall to secure a network environment. Using 

pfSense, I implemented firewall rules to block specific websites and deployed Snort as an Intrusion Detection 

System (IDS), adding a proactive layer of security. This hands-on experience in network protection highlights 

key skills in traffic management, content filtering, and intrusion detection. 

Pfsense is a free and open-source Unix-like operating system that powers existing servers, desktops, and 

embedded platforms. To create a dedicated firewall/router for a network, it is installed on a physical computer 

or a virtual machine. It can be upgraded and managed using a web-based interface, and managing it does not 

need understanding the underlying FreeBSD system. 

Project Objectives and Setup 

1. pfSense Installation and Initial Setup 

• Objective: Deploy pfSense on a virtual machine and configure the network for secure connectivity. 
• Steps: Installed pfSense in VirtualBox, set up WAN and LAN interfaces, and assigned IP addresses 

for the firewall, server, and workstation to create a controlled network environment. 
2.  Firewall Rules for Content Filtering 

• Objective: Restrict access to social media sites by creating firewall rules. 
• Steps: Configured pfSense to block domains (e.g., Facebook, Instagram) by setting up aliases and 

firewall rules on the LAN network, ensuring compliance with acceptable use policies. 
3. Snort IDS Installation and Configuration 

• Objective: Enhance network security by deploying Snort to monitor for suspicious activities. 
• Steps: Installed Snort on pfSense, set up rule sets for intrusion detection, and monitored traffic 

for malicious patterns. This proactive approach provided an additional security layer, helping to 
detect potential threats. 

4. Lab Topology Requirements: Creating the Topology of the Lab Environment composed of the 

following nodes: 

• WinServer 2016 (Active Directory and DNS) 

• Win 10 Client 

• Switch 

• PF Sense Firewall 

• Cloud (Internet) 
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EVE-NG Lab Scenario Topology 
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Win2016 Server 

 

Win10 Client 
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PF Sense CLI 



                       

5 
 

 



                       

6 
 

 

PF Sense Web GUI 

1. Defining Firewall Rules – Adding Alias for Group of Social Media Sites 
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Added hostname/FQDN of facebook.com and Instagram.com, as well as IP ranges (CIDR network) of facebook.com. 

2. Adding Firewall Rules for LAN Implementation Blocking 
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3. Testing the Firewall Rules – Blocking Social Media Blocking 

a. Firewall Rule Disabled 
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b. Firewall Rules Enabled 
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Tested both on Firefox and EDGE browser, both facebook and Instagram cannot be accessed when firewall rule is 

enabled. 

4. Installing IDS (Snort Package) 
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Conclusion 

Throughout this lab assignment, we successfully established a controlled network environment that 
included a Windows Server 2016 configured as an Active Directory and DNS server, a Windows 10 
client, and a pfSense firewall to manage network traffic and enforce security policies. We leveraged 
the capabilities of pfSense to restrict access to specific social media websites, demonstrating the 
firewall's utility in content filtering. Additionally, the integration of Snort as an Intrusion Detection 
System (IDS) provided an extra layer of security by monitoring network traffic for signs of malicious 
activity and potential threats. 

This hands-on experience highlighted the importance of layered security measures and the 
implementation of a defense-in-depth strategy. We saw firsthand how various components of a 
network can be configured and managed to protect organizational assets while also accommodating 
user requirements and accessibility. 
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Recommendations 

• Policy and Planning: Before implementing network changes and security measures, it is 
crucial to establish clear policies that define acceptable use, access controls, and security 
protocols. These policies should align with the organization's overall security strategy and 
compliance requirements. 

• Regular Updates and Maintenance: Keep all systems, including the Windows Server, 
Windows 10 client, and pfSense firewall, updated with the latest security patches and 
updates. This helps to mitigate vulnerabilities that could be exploited by attackers. 

• Continuous Monitoring and Improvement: Utilize Snort IDS to continuously monitor network 
traffic and analyze logs for suspicious activity. Regularly update Snort's rulesets and review its 
configuration to adapt to evolving threats. 

• User Education: Educate users about security best practices and the rationale behind blocking 
certain internet resources, such as social media sites. This helps to foster an organizational 
culture that values security. 

• Scalability and Performance: As the network grows, consider the scalability of the current 
solutions. It may be necessary to upgrade hardware or optimize configurations to maintain 
performance and security levels. 

• Incident Response Plan: Develop and maintain an incident response plan that includes 
procedures for addressing security breaches, including the role of IDS and network 
infrastructure in identifying and mitigating attacks. 

• Testing and Drills: Regularly test the security infrastructure through drills and simulated 
attacks to ensure that all systems function as expected and to identify areas for improvement. 

The objective of this lab was to provide practical skills in deploying and configuring network services 
and security measures, which are critical for any cybersecurity professional. The hands-on approach 
enhances understanding and prepares one to address real-world challenges. 

 

 


